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Ecommerce in Europe:
Regulatory changes for markets
and data management in 2022

The year 2022 started out as a rather

turbulent year. Inﬂation has made
ﬁnancial markets very volatile and
new regulations have had an additional impact on the EU.
A number of directives and regulatory
measures have caused companies
selling online to rethink the way they
conduct their daily business and how
they sell their products or services.
Another reason for change is Brexit,
which is impacting sales from EU
countries to UK customers.
Digital Markets Act, Digital Services
Act, Omnibus Directives, new rules
for managing and storing user data
and product packaging (which differ
from country to country): many changes will affect eShops in 2022.
How should those who want to
pursue cross-border ecommerce in
Europe behave without running the
risk of breaching the rules and incurring sanctions? We shed light on the
regulatory changes with lawyer Veronica Comito, legal advisor at Go Global
Ecommerce.

The Digital Markets Act and the
Digital Services Act
There has long been talk of the Digital
Markets Act (DMA) and the Digital
Services Act (DSA), which will deﬁne
the role of the gatekeeper and delineate his or her tasks and duties.
What will change if the texts are
passed as they stand today?
First of all, let's start by clarifying that
gatekeepers are companies that
have a strong economic position ,
have a signiﬁcant impact and act as
intermediaries for a large number of

companies and for a large number of
users, such as Amazon.
Main actors: gatekeepers and large
platforms
Recent proposals on digital markets
and services seek to regulate the
sector,
based on an important
underlying consideration, namely that
size also matters in the digital market.
It has therefore been recognised
that there are very large players
(gatekeepers on the one hand, and
large platforms on the other) that
gain
unbalanced
competitive
advantages over other players in
the market.
This is because, clearly, the smaller
players need to go through the larger
(and better-known) platforms to sell
their products. This creates a bottleneck scenario in the digital market,
where the big giants have access to a
huge amount of individual user data,
which translates into signiﬁcant monetisation of this information and
which, as one might easily guess, is not
comparable to that of the smaller players. Therefore, the regulation will try
to make the market fairer by giving
greater protection to the latter. This
means that they will no longer be able
to prevent consumers from contacting businesses outside the platform
and will have to allow their business
users, i.e. sellers who rely on their services, to promote their offers outside
the platform.
The Digital Services Act follows a
similar logic, proposing cumulative
obligations that become heavier and
more binding as the size of the entity
increases.
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Examples according to the type of
company
So, for example, if I am engaged in
digital intermediation services, I will
have transparency and reporting obligations; I will have to ensure that my
services are provided in compliance
with fundamental rights; I will have to
cooperate with national authorities
and I will have to maintain a legal counter and representation in the territories
where I sell my services, even if it is in
digital form.

diligent management, but I will not
have obligations as burdensome as the
larger ones.

If, on the other hand, I do hosting services or I am an online digital services
platform, I will also have to provide
detailed information to users, offer
complaint mechanisms, verify the credentials of third party providers and
therefore have to have a "Know Your
Customer" protocol. This means that
from now on I will no longer be able to
simply outsource services to external
providers, without worrying about how
they are carried out.
Finally, if I run a large online platform, I
will also be responsible for verifying the
compliance of suppliers, requesting
external audits to monitor services and
sharing data collected with investigative authorities, as well as having the
obligation to adopt certain codes of
conduct.
What changes in this framework? If
my company is very large, I will start to
have more onerous obligations that
will limit my freedom of action. If I am
a small start-up, however, I will have
the possibility to have more transparency and collaboration from the large
platforms - on the one hand I will have
obligations of transparency and

How lea d gen eration will be
managed in 2022
There has been a lot of discussion about
GDPR, privacy and data management
by US providers. Some important
things will change. Unfortunately, we
will move to having to build the solutions ourselves and we will always
struggle to standardise privacy solutions.
This is because large-scale transfers of
users' personal data to US-based ISPs
become illegal unless contracts are
signed obliging US ISPs to offer the
same guarantees as European ISPs
regarding the processing and protection of the information sent.
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This makes it extremely difﬁcult for
European companies to manage their
day-to-day business on the Internet
(almost all of them use services offered
by US providers on a daily basis) and
leads them to rely on business partners
located in the EU area.

In addition, those who have initiated
the campaign will have to ensure that
those who collect the data (especially
for marketing purposes) have informed the data subject and have collected and recorded his or her express
consent.

What is the Privacy Ombudsman's
inspection plan for the ﬁrst half of
this year?
There is a lot of talk about this issue,
after several courts have ruled categorically on it, but there are also other
aspects that will change and that
ecommerce providers need to take into
account.
One of these is the switching to cookies other than the necessary ones,
which are always linked to the consent
of the rights holders, so it is important
to rcollect and record consent, limit it
in time and then try to renew it.
This has an impact not only on the
direct processing of user data, but also
on the generation of leads through
marketing campaigns carried out by
third-party providers. Why? Because I
will have to make sure that the whole
chain of personal data processing is
regulated speciﬁcally and in accordance with the law, that the parties to
whom I entrust the generation of leads
have certain characteristics.
A change of pace that will make it no
longer possible to entrust this process
to others and then send me the collected data at the end of the campaign,
without too much formality. On the
contrary, all steps in the chain leading
to the construction of the database will
now have to be speciﬁcally regulated.

In addition, those who have initiated
the campaign will have to ensure that
those who collect the data (especially
for marketing purposes) have informed the data subject and have collected and recorded his or her express
consent.

What is the risk to the company
if I do not comply, and am I
exposed to sanctions?
Of course, it is undeniable that companies face a number of complications and, in all likelihood, increased
costs. Faced with all these burdens,
why is it so important for companies
to comply? What is the risk if I don't?
Do I face sanctions?
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In Italy, the Privacy Ombudsman has
already adopted a sanction against
a company precisely because it had
lead generation campaigns managed by a supplier company, which in
turn transmitted the data to another
company, without the chain being
regulated. This is a relevant measure,
which should be taken as a real case
study in this phase of change.

to service providers and suppliers who
process customer data, and the whole
chain of data processing and the chain
of data collection and storage will be
more speciﬁcally and strictly regulated.

In addition, the Ombudsman has
already announced that between
January and June 2022 it will activate
a control plan: 60 inspections with
the support of the ﬁnancial police.
What aspects will be examined? All of
them, so it's good to get up to speed
at the outset.
They will monitor the processing of
personal data with regard to database providers (a lot of data that can be
used in the lead generation process);
they will examine the correct
treatment of cookies; they will also
take into account the processing
of personal data and analyses carried
out by algorithms and artiﬁcial intelligence. Finally, they will monitor
the correct identiﬁcation of the data
controllers of the data collected.
So we will see a big impact on
everything related to data management and the construction of
contact databases, but that is not all.
We are waiting for the publication
of a directive regulating ePrivacy,
because there is no new version
yet, but it is an area to keep an eye
on because there will be other important changes.
However, close attention will be paid

In 2019 the Omnibus (New Deal for
Consumers) package of consumer
protection directives was passed.
What has changed for those selling
digital products? And for consumer
products?
In short, the two areas addressed are
digital goods and services and the
traditional sale of consumer goods.
Starting with the digital world - and
in with the system of greater
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with the system of greater transparency and fair play already designed by the
Digital Markets and Digital Services
Act - we want to aim for greater transparency, also with regard to the purchase of goods and services in the
online market.
It is therefore important to indicate
whether the purchase is made by a
private individual or a professional. It
should also be speciﬁed whether certain searches made by consumers are
based on objective criteria or are ﬁltered by algorithms that study consumer
preferences and habits. This type of
protection will also apply to free services where the service is free for the
consumer, as the consumer does not
pay with money, but in fact transfers
his or her personal data to the provider, and as a result of this transfer the
professional or company monetises
this collected data of which it has
become the ofﬁcial owner. This is very
common practice, and most users are
unaware of it. This is why the directives
talk about specifying this type of characteristics as well.

These are all obligations that can be
traced back to the demand for greater
transparency to protect the consumer
in the online market, but which will
entail - for those who sell goods or services digitally - not only the obligation to
modify and enrich the provisions of the
general conditions of sale, but also to
highlight these aspects, indicating
whether proﬁling is carried out and
whether the offer is personalised by
means of algorithmic ﬁlters.
This implies an aggravation of the purchasing process of the product because
these are things that will have to be
highlighted at the payment stage.

The way in which offers made to consumers are categorised, i.e. the selection and highlighting criteria, will also
need to be explained, as well as the
need to specify whether or not the
trader applies price personalisation
based on automated proﬁling processes.
These are all obligations that can be
traced back to the demand for greater
transparency to protect the consumer in
the online market, but which will entail for those who sell goods or services digitally - not only the obligation to modify
and enrich the provisions of the general
conditions of sale, but also to highlight
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Protection against unfair commercial
practices
The package of directives also addresses more classical issues, such as protection against unfair commercial
practices. A very common example of
such a practice is the failure to specify
that the price offered has been calculated on the basis of the user's preferences. Until now, the consumer could
apply for an injunction, but not for
compensation. This is now in place.
Continuing on the subject of damages,
close attention will need to be paid to
cross-border infringements, which is a
very important aspect for companies
engaged in cross-border ecommerce,
and will certainly need to be looked at.
If a company commits a large volume
of infringements affecting a large
number of consumers across the EU, it
could face ﬁnes from national authorities across the EU of up to 4% of turnover.
The model to be applied is the one
currently used for penalties for violations of users' privacy.
As far as these changes are concerned,
one part that is left out of the directives

Pis that of representative actions. That
is, actions that are not brought by
individual consumers, but by bodies
representing consumers. Such as, for
example, consumer associations or
other bodies representing collective
interests. The entry into force is foreseen for the end of 2022, but it is
something to take into account,
because when the entity that can sue
is an exponential entity, it entails a
follow-up that can have a strong
impact.

In recent years, all EU countries
have shown a growing concern
for the environment.
The Extended Producer Responsibility
(EPR) Directive for packaging waste is
common throughout the EU, but
France is the ﬁrst European country
to introduce speciﬁc obligations.
What is it? Are other countries
following suit?
When we talk about EPR, we are
talking about a huge topic, both
because it involves so many countries
and because the regulations are so
diverse. The underlying shared concept is to try to limit the environmental impact of our purchases
upstream, putting responsibility on
producers, who in many cases will
have increased burdens, such as speciﬁc obligations, but also economic
burdens affecting the use of packaging or the production of goods that
are difﬁcult to dispose of.
At the European level there is no regulation, but a directive, i.e. a normative
act that only obliges the Member
States to pursue the objectives, deferred over several deadlines, leaving
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them free to achieve them with the
instruments they deem appropriate.
Changes for sales in France and
Germany in 2022
As for EPR, the year 2022 brings about
two fundamental changes: changes
for sales in France and Germany in
terms of products and a redeﬁnition
of the role of distributors and online
marketplaces, which will come into
effect from July this year.
As mentioned above, this package of
rules covers packaging and disposal,
which until now was only the responsibility of manufacturers. "From July,
France and Germany will require
market operators to also check the
EPR compliance of those selling
through their IT platform."
This also echoes some of the
VAT requirements. From this year
onwards, we will have an increasingly
active role in the compliance and control of charges by intermediaries facilitating sales through online channels.

I will have to make sure that anyone
selling their products via my platform
has fulﬁlled these registration and payment obligations. If, on the other hand,
as a marketplace I also take care of
shipping and packaging, I will not only
have to obtain an EPR registration
number from the manufacturer, but I
will also have to create an EPR position
myself and then pay these contributions in accordance with state law.
At the moment, as the EU has opted for
the directive mechanism, each state
has the power to decide in its own
territory, so there are many EPR regimes that differ in the type of contributions required and who has to pay
them.
Therefore, from July 2022, marketplace
operators in France and Germany will
have to pay serious attention, because
regardless of the producer and
whether or not it complies with the
regulations, it is likely to have greater
burdens related to control.

What happens to those selling
products in France and Germany
after 2022?
If I am a marketplace I will have to
worry about receiving the EPR registration data from my customers. As I
said, each country establishes fees
and contributions and, therefore, has
a register of those obliged to make
this contribution. In Italy, for example,
the body in charge is the Consorzio
nazionale Imballaggi, CONAI.
If I am a marketplace and sell in
France and Germany from July 2022,
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The effects of Brexit will be felt
in 2022 by those selling online
in this country
One of the sectors where there will
be most changes is wine. What will
be new?
Yes, we can say that there has been a
general impact after Brexit, but it is
complex because the exit treaty is
very long. However, I would like to
point out some interesting aspects
related to the marketing of wine, as
it is one of the best-selling products,
both for the continent and for Britain.

Wine marketing
Previously, a food business operator
was required to be listed on the label
as the person responsible for
marketing the wine, but now this
person will have to be based in the
UK and state their location on each
bottle. There is a transition period
until 30 September 2022 for companies to comply. In the meantime,
they can continue to use the name
and address of the EU-based importer.

When analysing them in depth, the
legislator's general desire to protect the
end consumer by regulating all activities involving the collection, storage
and use of users' personal data is
evident. On the other hand, however,
these options translate into an increased burden for ecommerce providers,
who are faced with additional tasks and
obligations. This complex scenario is
prompting many companies to turn to
Merchants of Record, legal entities for
online sales, authorised to process
online credit and debit card payments,
such as Go Global Ecommerce, who
manage tax aspects and customer
and supplier relations. This important
support prevents cross-border ecommerce companies from incurring
penalties for non-compliance with the
new regulations, allowing them to
focus primarily on product development and sales channel management.

The same applies to designations of
origin, which are linked to a method
of production and a place, with precise speciﬁcations. In the EU there are
uniform rules, whereas in the UK the
protection will now be temporary, i.e.
there will be a grace period to
comply with the new rules, , after
which, in order to maintain the
designation of origin, the product
will need to be registered not only
in the EU but also in the UK.
Therefore, there are many new rules
that will characterise the year 2022.
.
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Expanding Online Businesses Globally
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